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Go to http://vdr.gennexfp.com and login with GenNex VDR username/password.
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The security code for VDR access will be generated and forward to your email address after successful
login
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Security Code for virtual data room is generated. You will receive email shortly.
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http://vdr.gennexfp.com/

h Inbox (Ctrl+E)

103 |@| From Subject Received

Size
4 Date: Today

= root ‘GenNex Virtual Data Room - Security Code Mon 12/15/2014 5:42 FM 1 KB
Mon12/15/2014 501 PM 1 KB
Mon 12/15/2014 456 PM 1 KB
5Un12/14/2014 11324M 651 KB
Fri12/12/2014 505 PM S3KE
Thul211/2014 620PM  42KB
Thu12/1/20046:18PM  SKB
Thu12/11/2014 415PM 168 KE
Thu12/11/20141204PM 91 KB
Thu12/11/2014 11:44 AM 50 KB
Tue 12/9/2014 2:53 PM 83 KB
Mon12/8/2014 537 PM 42KB
Fri12/5/2014 5:26 PM 9 k8
Fri12/5/2014 12:08 PM 83 KB
Fri12/5/2014 11:42 AM 45 KB
Thu 12/4/2014 6:24 PM 10 KE
Thu 12/4/2014 3:03 PM 4K
Thu12/4/20141252PM  42KE
Thu 12/4/2014 5:42 A 14KB
Wed 12/3/2014 1253 PM  32KB
Wed 12/3/2014 1204 PM 56 KB
Wed 12/3/2014 11:56 AM 306 KB
Wed 12/3/2014 10:49 AM 97 KB
Wed 12/3/2014 10:11 AM 89 KB
Tue 12/2/2014 431 PM 49 KB
Mon12/1/2014 305 PM S8 KB
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*Once we have the security code we can click the button to “GenNex Virtual Data Room”. Please be
reminded that the security code is ONLY valid for 30 minutes after being generated. We have to
regenerate when it expires. However we can keep using the VDR once we are in unless we logoff from

the system.

|3

GenNex Virtual Data Room - Security

root <root@vdr.gennexfp.com>
Mon 12/15/2014 5:42 PM
test@localhost.localdomain

Dear Customer,

Thank you for using GenNex Data Storage Service.
Please input below email security code. The cade
is valid for 30 minutes.

Please nate this security code is not a password
and serves for double authentication only. If you
have any queries, please call our 24-hour Account
Service Hotline at 3173 2222.

Yours sincerely,
GenNex Financial Media Limited
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This email is generated by system, please DO NOT
reply.
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Part Il — Virtual Data Room

2.1 Login with security code provided in the email.
(e.g. Username = test & Security Code = wiXboLjQaa in our example above)
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The VDR Home page: the options available in VDR depend on user’s access level (e.g. View — V; Read -
R or read write - RW)
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V — Users can only View files in VDR but NOT allowed to download/save or print.

R — Users can download/save/print files in VDR and modify files (i.e. Check in) provided that they are
given “write” permission on a particular file by file owner

RW — Users can add files in VDR and can assign various levels of permission to individuals and/or folder
group users.

*Levels of permission
View —view file in VDR file viewer only. No save or print is allowed.
Read — can download and read the file in VDR

Write — can write (i.e. check in/check out) the file in VDR

Admin — can delete and assign file permission



2.2 VDR Operation
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bu are bere: Files List

Eilter by | Seletl one
earch
enil
Download
o View File Name Description Rights Date Created Maodified Date Author Company Size Status
Dec 201 Dec 2016 System
! View SenNEXVOR-UserGuae- V0T par VOR User Guie WA e e o P GenNex 1.51 MB v
(0914} (0% 18)
VDR BT S riwja FenNex 1.53 M8 v
02 Feb 2017
11 Mew  GenMexVDR jpg GenNex VDR Loga rlwja il GenNex 7228KB
(09.13)
12 Vi VT o4 GenNex VDR (PPT) Flwia GenNex 3573 KB v
- Bitcain® A Peer-o-Peer Electronic Cash 02 Feb 2017 System Ly 17997
GenNex
A lof ot P Aamin ek K8 ¥
N riwja GenNex v
4 e e L ey flwla (2Fen2on 02 Feb 2017 AL s
£ VDR User Guide Word Document | .10y (1110 Genk 177 ME v
o Viaw File Name Description Rights Date Created Modified Date Auther Company Size Status

2.2.1 Add Document

Click the “Add Document” button if you have “Add Document” access. After file(s) is chosen and all
input is completed click “Submit”. File will be added accordingly.

*Multiple files upload are allowed by holding “Control” key when selecting.

File Location — browse to select the file we want to add in VDR
Assign to folder group — assign to author folder group by default where we can change if necessary
Category — assign to desired category which is user defined

Permission — assign permission of this added document to folder groups and users as mentioned in
previous section.

Description/Comment — input author want to associate with the file



GenNex Virtual Data Room Home = Check-in  Accesslog  Search  Add Document

You are here: Add New File

File Location ((Choose riles ) @ file chosen

aF

Assign to folder group |~ Gennex

L3

Category
Edit Folder Group{Department) Permissions
Search:

Department* Forbidden None View Head Write Admin

Gennex O O ® O O O

Test ®) ® ®) O ) ®)

Showing 1 to 2 of 2 entries
Permissions
Edit User Permissions
Search:

User* Forbidden View Read Write Admin
as01, as01 - @) - - @)
as02, as0D2 O O O O O
bd, bd01 O @) O @) @)
bd, bd02 ®) 0O O ®) '®)
Chen,Gary () O O O O
Lam, Jimmy O ®) O @) ®)
Lau, KwanChi () @) O @) @)
User, Admin O ®

Showing 1 to 8 of 8 entries

Description
Comment



2.2.2 Download Documents

Checkbox is available if user has the READ access to a particular file. Click the checkbox of each file and
click “Download” button to download.

| Downisag |
D Wiew File Name Destnption Rights Date Created Modified Date Author Company Size Status
02 Feb 2017 7
1 L Genhe L 3 T L
= anhex VDR Loga 1=l (0513) (05'13) Zenhlex poc: 3] o
8 2017 02 Fab 2017 Syster
1 v Gennex VOR (PPT | Gent
2 e ] | (10:4% (0dd) Admin e v
5 > Bilcain. A Peer-to-Peer Blectonic Cash |.. @renzon 02 Feb 2017 System J— EET -
System (10:54) Admin KB
03 Feb 2017 Feb 2017 ]
4 Mew v VOR Settings | ATTHE
g R Sy ! {11.08) Admin iz i b
02 Feb 2017 02 Feb 2007 Syslism,
15 " VDR User Guide Word Document gt = i Genhlex 177 MB v
{ (11:10) Admin
- 1 & Jser Gasdis - Gnhex 181 M8 L
13 Dec 2016 System.
- T =4 - senie: Al
2 VOR #RRTH -1 (0536, (09730) i GenNex 1.52 MB v
o View File Name Dwscription Rights Date Created Modified Date Author Company Size Status
Showing 110 7 of 7 entries Frsl | Previous | 1) MNext | Lasl
sial gia L
— GEnnVDR-UserGpd GennexvDR: \,D S [LX

2.2.3 Access Log

Users who have RW access to VDR will be able to see “Access Log” which provides the files’ access

activities.
GenNex Virtual Data Room (Testing) Home  Check-in Search  Add Document  Logout Logged in as kwanlau
You are here: Access Log
Show 10 % entries Search:
File Name “ FilelD User Name Action Date
1.png 18 kwanlau File Checked-out 2014-12-12 10:41:50
1.png 18 kwanlau File Downloaded 2014-12-12 10:41:50
1.png 18 kwanlau File Viewed 2014-12-12 10:50:11
1.png 18 kwanlau File Viewed 2014-12-12 14:52:41
1.png 18 kwanlau File Viewed 2014-12-12 14:52:48
1.png 18 kwanlau File Downloaded 2014-12-12 14:53:11
1.png 18 kwanlau File Checked-in 2014-12-12 14:53:29
1.png 18 kwanlau File Downloaded 2014-12-16 08:56:52
BD - William - Eng.png 27 kwanlau File Downloaded 2014-12-16 08:56:52
GenNex Letterhead 38F.jpg 26 kwanlau File Downloaded 2014-12-16 08:56:52
File Name File ID User Name Action Date
Showing 1 to 10 of 18 entries First | | Previous | [1||2 | | Next |  Last




2.2.4 File details — Delete/Edit/Check out/History

The author or user with “admin” permission has “All” access to a file. Entering the file details by clicking
the file name will see the options available.

You are here: Files List > File Details

+ SDL_pb_XPP_EN_LTR_hires_tcm10-5104.pdf
Category: test
Size: 2.49 MB
Date Created: 16 Dec 2014 (09:01)
Owner: Lau, KwanChi
Description: No description available
Comment:
Revision: 1

[gView [@=Checkout # Edit $§Delete [ History

2.2.4.1 Delete

Delete is to delete the file by clicking “Delete” link. Click “OK” to confirm when the popup comes up.

You are hare: Fllss List > Fils Details

+3DL_pb_XPP_EN_LTR_hires_tcm10-5104.pdf
Category: test
Size: 2 43 MB
Date Created: 16 Dec 2014 [09:07)
Owner: Lau, KwanChi
Description: Mo description avallable

Comment:
Revision: 1
iView @-Chockout #Edit MDolote [ Hish The page at vdr.gennexfm.com says:
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You are here: Files List

@ Document has been removed

Filter by: | Select one + | Empty ¥ | Empty 3
Show | 10 ¥ entries Search:
[®] D View File Name Description Rights c::;t: " M;ﬂﬁ:d Author Zu::ﬂ:pr Size Status
17 apache_pb.gif ::aﬁ::;"mio" -1-1- :;ﬂ?;? 20 (20?::); U ;J:::"n Gennex 2.27 KB ¥4
- o g Sl mmme e BT
28 apache_pb.gif :’aai:‘}:;ceription -1-1- :22285;: 20 (122286(); U ‘LAJ:::"H Gennex 227 KB 4
(] 18 View 1.png ::;:s;nptian rlw|- :;1 2:? 2014 (1124:[:; 2014 Chen, Gary ~ Gennex :(?;'7 v
o 26 View ?ae:;\:)egx Letterhead u?l\‘oaded from = (1151 Iieg;: 2014 :éDu;c 2014 bd, b0 Gennex i‘:.ﬁﬂ v
o avew TWEn Nodemvpen IS0 IBDRNU g e TR
D View N:i:rem Description Rights c?:;; d M;ﬂed Author 2::1:; Size Status

Showing 1 to 6 of 6 entries First| | Previous | | 1| | Next| | Last



2.2.4.2 Edit

Edit is to edit the file permission and information including folder group, description, comment, etc. by
clicking “Edit” link which is similar to what we see in “Add Document”. Click “Save” when done.

You are here: Files List > File Details > Update File

MName apache_pb.gif

L

Assign to owner User, Admin

e

Assign to folder group Gennex

Category test o
Edit Folder Group(Department) Permissions
Permissions
Edit User Permissions
Description
Comment

=



2.2.4.3 Check out

A user who has write access to a file can “check out” the file for “writing”. After check out the file status
will change to “x” (i.e. check out) so that other users know the file has been checked out for update. The
file becomes read only and no other can “write” on it until it is checked in (i.e. a new version is available).

GenNex Virtual Data Room (Testing) Home  Check-in  Accesslog  Search  Add Document  Logout

You are here: Files List > File Details > Check-out File

Check-out File | Click to check out the selected document and begin downloading it to your local workstation

Once the document has completed downloading, you may Continue.

Show | 10 ¥ entries Search:
D View File Name Description Rights c:::'; " Mn;ﬂm:d Author Z:I::; Size Status
O 18 View 1.png :\Zﬁ:;‘;ﬂpmn riwj- :211 I;;? Bk :;Ii_:;; 20 Chen, Gary  Gennex :(27'7 -
- 26 View s;:Nex Letterhead ‘l;::l‘oaded from riwl- 151 Pec 2014 [115 l?sz‘; 2014 bd, bdD1 Gennex i:aﬂ v
QT 7 e D NS g SR S e e @0 R
" apache_po.gT :va'uable e (‘210;:; - (12‘0;4) e :Admin Gennex 22TkE ¥
0 e e ghem moemis e g BT
28 apache_pb.gif Mo deserpton I-1- :25322_? e (1253:]13 e e Gemnex  227KB v
D View N:"':e Description Rights cza;i 4 M;’:{':" Author :::j:; Size Status

Showing 1 to 6 of 6 entries

First| | Previous | | 1 || Next|| Last

2.2.4.4 History

History shows the modifications being done including creation date, check out, check in, etc.

You are here: Files List > File Details > History

+ BD - William - Eng.png

Category: Non unigue file id

File size: 797.92 KB

Creation date: 15 Dec 2014 (12:22)
Owner: bd, bdn
Description: No description available

Comment: No author comments available

Revision: Latest

H History

Version Modification date By Note

current 16 Dec 2014 (08:59) Lau, KwanChi

1 15 Dec 2014 (12:22) bd, bd01 Initial import



2.2.5 Check In

Anyone can check out and in a file if given the write permission even though the user may not be able to
“Add Document”. Once the update is done after check out, user can check in the file by clicking the
“Check in” option at the top of the menu. It shows the files checked out by the user and waiting for
check in. Once “Check in” is done the file status will change back to normal.

You are here: Check-in

Documents currently checked out by you : 1

iCheck-in BD - William - Eng.png No information available 15 Dec 2014 (12:22) bd, bd01 797.92 KB

You are here: Check-in > Check-in

Filename BD - William - Eng.png

Description No description available

File Location BD - William - Eng.png

Note for revision Iag

You are here: Files List

@ Document successfully checked in

Filter by: Select one + | Empty s | Empty N
Show | 10 % | entries Search:
=) D View File Name Description Rights c;:t: " M';L"::d Author ::Ld:; Size = Status
O 18 View 1.png ::a;‘:::mim rlw|- :211 I;;:)c 2014 :1243’:? 2014 Chen, Gary ~ Gennex :([;?'7 E¥ 4
o 2 View S:Q_T:Z Leternead \?V?I"Daded from rlwl- (1151 E‘Z? 201 :152:3?,;: 2% paba0t Gennex i;'“ v
o) 21 View Efgj::;"am i ::a:::: A rlw|- :152[;:? 201 (1;]2:‘; 201 b b0l Gennex :2:'92 v
17 apache_pb.gif ::aﬁaehslceﬂmian -1-1- :;Ogi;: 2014 :210?;? 2014 g::\'n Gennex 2.27 KB -
28 apache_pb.gif ::aﬁ:slceﬂmicn -1-1- (1253??5 2014 (1222:‘; 2014 2:;""'” Gennex 2.2T KB ¥
D View N:'::e Description Rights c::z ’ M';‘:":“ Author ;':Lﬂ:; size Status

Showing 1to 6 of 6 entries [Firsl:\ [Prwwous:\ (1] Ii Naxt:\ [ Lsst]



2.2.6 Search

Search is available by filename, author, etc. Below is an example to search by author.

GenNex Virtual Data Room (Testing) Home  Check-in  Access [_clg< Search >dd Document  Logout

You are here: Search

Search term

Search

Exact Phrase:

You are here: Search

lau|

Author(Last Name First Name] %

Case Sensitive,

Show | 10 % entries Search:
Date Modified Folder
D View File Name Description Rights Author Size Status
P 9 Created Date Group
16 Dec 16 Dec
SDL_pb_XPP_EN_LTR_hires_tcm10-  No description 2.49
O 29 View 5104_0(1? SRS available 2 riwla 2014 2014 % Gennex MB -
P (09:01) (09:01)
File Date Modified Folder
D View Description Rights Author Size Status
Name P & Created Date Group
Showing 1 to 1 of 1 entries First| | Previous | | 1| Next| | Last

2.2.7 Logout

We should logout from the system when we finish to play safe.



2.2.8 File Viewing
2.2.8.1 User with View Access Only

Demo Home Check-in  AccesslLog  Search  Add Document

Add Category  Admin  Logout
\ / GenNex Virtual Data Room
A highly secure on-line solution
You are here: Files List > File Details > Update File
Name bitcoin.pdf
Assign to owner System, Admin x
Assign to company | GenNex v
Category GenNex b
Edit Company Permissions
Search:
Companyv Forbidden None Read Write Admin
Testing
GenNex - .
Permissions
Show 10 * entries Smarcly
Downioad
D View Fils Name Description Rights  Date Created Modified Date Author  Company  Size  Status
H Vew  GenNexVDRjpg GunMex VOR Loga :_;'U:P__:“m fj;"?}”" :‘d:':" GonMox TIZEKE o
12 Vew  vorodp GenNex VOR (PPT) et Gennex S5THKE o
= Bitcain: A Peer.tn-Preer Eleclionic Cash 02 Feb 2017 02 Feb 2017 System ey Gpsr s
3 System {10:54) (10:34) Admin ri it KB
14 VDR Setfings af=}= ‘~ ’:]9; a7 ‘.'I i—E:: 2017 Gentex 37T HE v
15 Vew  GennexVDR-UserGude-VOD! odt VDR User Guide Word Document Lo Lidd bt o il GenMex  1TTMB o

As shown in the picture, the user has no “Rights” on bitcoin.pdf. Since user has the View access, user can
click “View” button (as circled) to view file in the file viewer window. In case of a PDF file the file will be
watermarked as shown in picture below. User can do page up and down and change the scale of the

viewer.



D vor.gennedtp.oom, demo/veewer L phg tigd= 1 Mype = cqs&name = bitcon pat
Viewing file: bitcoin pif

Bitcain: A Peer-to-Feer Electronic Cash System
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In case of an image file (say png or jpg), the image will be shown in a browser window watermarked with
a GenNex Logo (circled) as below.

- Google Chrome. - o x

@ vdrgennexip.com/demo/imageviewerZ. phyikeid = 118ype =wet iname= GenhexVDR jpg

Viewing [mage: GenNexVDR jpg

GenNex Virtual Data Room
Ahighly secure on-ine solution

Experience Makes Perfect
2% mREE

/

In case of open documents (MS office document compatible) the file will be shown as it is.

(@ it gersmetip o) derme vrrerd phg e = 148 ype = bgErume =ver settogi ods
Viewing file: virsettingsods




*VDR currently do NOT support MS Office document for file viewing. Therefore users who have the View
access will not be able to view the file if it is uploaded in MS office format. The picture below shows a
“xIsx” file was uploaded. Although user was granted with View access the “View” button is not available
as it is not supported. User is therefore recommended to convert it into open document format before
upload to VDR if we only want certain users to view the file.

Downksad

-] Miew File Hame Description Rights Date Created Modified Date Auther Company Size Status
96 Genhex 9r.2Z2 k8 v
a8 o v
99 1 1 A7 7B KB v
(i I

c_ 102 26.06 KB o
104 LE] v
105 GenNex 184 6 KB v
106 GenNex 16 69 KB v

It is very easy to convert MS office document to open document format. Simply open the file in MS
office (i.e. word, excel or powerpoint) and save it as opendocument format. For example in case we
want to convert a word file to opendocument file. We simply choose “Save As” and select
“OpenDocument Text” (see below).

(W] save As ®

4 » ThisPC » NewVolume (D:) » Data » Documents > wdr » v | @ Search vdr o

Organize ~ New folder E= = (]
~

[ This PC Mame Date modified Type Size

[ Desktop sage 1
) Documents R GennexVDR-UserGuide-V00T.odt 2

&:11PM File folder
1:10AM  OpenDocument T... 1,813 KB
# Downloads

D Music

&= Pictures

B videos

‘ia Local Disk (C3)

- Mew Volume (D:

& CD Drive (E) Virt

= 4T (\whoxsrv) (F

== kwanlau (\1192.1

backup (\W192.1¢

backup2 (\\192.

hkex (\im) (Vi)

xpp_data (\1192.

backup (\W182.1¢

share [\\192.168.

share (\uim) (Z)

H

HHHHHH

File name: | GennexVDR-UserGuide-V001.odt
e
Save as@enDocument Text (*.0dt) i ] w

Authors:  kwanlau Tags: Addatag Title:  Add a title Subject: Specify the subject

[] Save Thumbnail

i Foldes oo~ Cnce




2.2.8.2 User with Read Access

If user has READ access the View link will open the file in browser as usual. In other words, the file will
get downloaded to user’s machine and viewed by browser.

Microsoft Word - Genne 3 Development - Files List %

€ = € | ® virgennextn.com/dema/yiew.file.php?aku=c3VioWIORXZDZXomaWWQSMSZtaW IdHMWZT 1 hcHBsaWNRdGivbiUyRnBiZg ==
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